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Abstract. We propose a method to specify, in a modular way, complex systems
formed by interacting agents. The method is based on the notion of view, that is a
partial representation of the system, reflecting one of its specific aspects. By com-
posing the different views, we get the overall system, described as a special kind
of transition system. By means of a suitable logical language, we can express in-
teresting properties of the system; model-checking techniques can then be used to
assess their validity. Views can be specified using different languages or notations,
provided they can be translated in so-called agent aware transition systems. The
method is explained with the help of a simple, but non trivialexample.
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Introduction

Large scale data mining is usually performed on data that aredistributed in space and
heterogeneous in formats. It is therefore natural to think of setting it in a framework
allowing for parallel and coordinated action of several agents (see [1]).

The research in this field is active, as witnessed, for instance, by [2], where the reader
can find contributions dealing with the specific issues raised by the use of agents in data
mining.

In this contribution, we focus on a more general matter, and devise a method for
modelling potentially complex systems, formed by “agents”who can interact to perform
their tasks. The termagent is used here in a very generic way, and simply denotes a
component of a system which bears an identity and exists throughout the time span of
the system.

Modelling can be used for two reasons: either for designing anew system, or for
describing an existing system that we want to analyze. In both cases, we need rigorous
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techniques allowing us to examine the model, in order to derive information on the be-
haviour and on the structural and dynamical properties of the real (or to be built) system.

That need requires the use of formal techniques, so that the model be amenable to
automatic analysis by means of efficient algorithms. In the present context, our most
general reference model is given bytransition systems, that is structures defined by a
set of states and by a set of possible state transitions. Eachtransition is labelled by the
name of an “action”, or event, whose occurrence triggers thechange of state. The same
action can obviously occur in different states, but generally is constrained by specific
preconditions that must be satisfied in a state.

Such transition systems lend themselves to a kind of formal analysis, namelymodel-
checking, on which we will return later. Suffice it to say, by now, that such analysis re-
quires the specification of properties to be checked in a logical language, usually based
on temporal logics. Specific algorithms examine the state space of the system and check
whether the given property is satisfied or not. These algorithms are now very efficient,
and allow the analysis of very large state spaces (for an introduction to the subject,
see [3]).

Although highly efficient algorithms for model-checking are available, using transi-
tion systems as a way to specify or describe real systems runsacross a fundamental ob-
stacle, particularly for systems composed of a large numberof interacting components,
which run in parallel; the problem consists in the so-calledstate explosion: the overall,
or global, state of such a system is given, intuitively, by the combination of the local
states of all components. The number of possible combinations of local states grows
exponentially with the number of components, and can soon become unmanageable.

We are thus led to look for modelling techniques which allow to develop a speci-
fication in a modular way. A typical solution would consist indefining a language for
specifying single components, and then rules of interaction. This solution has been used,
for instance, in association withprocess algebras, languages in which sequential pro-
cesses (components) can be specified by using different control structures (like sequence,
choice, repetition), and then composed by a parallel composition operator (see, for in-
stance, [4], [5], and [6]). A different basic strategy underliesPetri nets, where a system is
directly defined in terms of a set of local states and a set of local state transitions. Here,
components can be recovered as higher level structures within a net (for a wide review
on the theory and applications of Petri nets, see [7]).

In this paper, we will follow a different path, based on the idea ofviews. By viewwe
mean, intuitively, a sort of projection of the system to be described, as if seen along one of
its many dimensions. Such a dimension may coincide with the observation of the system
by one of its agents, or components, but is a more general concept. One view might,
for instance, express some constraints, like legal or physical constraints, which limit the
behaviour of agents; another one might represent spatial relations among agents, which
govern their possibility to interact, and the way in which agents can move in space. Still
other views can be used to express organizational features of the system.

With this approach, the designers can apply, while developing their models, princi-
ples of separation of concerns which help them in managing complexity.

In general, a view is a partial representation of a system. Each view is concerned
with only some of the agents and with only some of the actions.Of course, the same
agent and the same action can be observed in several views.



A view can be studied in isolation; however, the potential behaviour of a view is
in general constrained when the view is composed with other views. Hence, only safety
properties (namely, properties expressed by statements ofthe kind “nobadstate will be
reached”) are preserved after composition. For liveness properties (expressed by state-
ments of the kind “something good will eventually happen”) we need to design views
respecting stronger conditions.

Combining all the views, we get the overall system, whose observable behaviour
results from superimposing the constraints coming from each view.

This kind of modular representation derives from ideas developed first within the
theory of basic Petri nets [8], and later recast in a new formal setting, where agents and
their changing hierarchical relations are explicitly represented [9]. The resulting model,
calledhypernet, can be seen as a sort of compact notation for Petri nets. A rather drastic
generalization, or rather abstraction, led us to the idea ofagent aware transition system
[10], which is the formal tool described in this paper.

The main aspects of the framework we propose will be introduced by means of
an example. The example is informally described in the next section, together with a
short discussion on the kind of formal analysis that we wouldlike to perform on the
corresponding model.

Section 2 takes the step from the verbal description to a formal representation. The
notions of agent aware transition system, view, and so on, will be gradually introduced
with some comments on their applicability.

In Section 2.6 we discuss the kind of structural and dynamical properties that we can
express in a suitable logical language, and suggest how to check whether those properties
are satisfied.

Finally, in Section 3, we summarize our approach, and try to briefly assess its merits,
drawbacks, and limitations.

1. An Example: Dynamic Coalitions

The example chosen to illustrate our ideas is, for obvious reasons, quite artificial, and
much simplified with respect to a realistic setting. However, we hope that even such a
simple model can convey the main ideas that underlie our approach. The example shows
the main features of the formal framework: the components ofthe system (abstractly
called agents in the following) are classified in several types. Mutual relationships among
the agents can change in time as a result of the execution of actions. Some actions involve
a number of agents; we refer to such a situation by talking of asynchronizationof the
involved agents. However, agents can also interact in more indirect ways, like exchanging
messages.

The system we want to model is formed by a set ofplayerswho communicate within
dynamically forming and changingcoalitions. Here, we do not attach a specific meaning
to the wordcoalition; the reader might think, for instance, of groups of interest, but other
interpretations are possible. What matters is the constraint that an actual exchange of
information can happen only between two players which currently belong to the same
coalition.

A player can belong to several coalitions, can promote new coalitions, and can leave
a coalition. Joining a coalition is only possible after receiving aninvitation from a player
which is already a member of that coalition.



Within such a general description, we can imagine several properties that a designer
might want to check, or to enforce. For instance, we might be interested in proving that
two given players will never belong to the same coalition, orto show an admissible
sequence of events that will violate such a property; or, we might want to prove that,
given three distinct playersa,b, c, whenevera andb belong to the same coalitionγ , c
does not belong toγ . Later we will suggest how to express such properties, and how to
check them.

2. Dynamic Coalitions: Formal Setting

In this section, we translate the plain English descriptionof the system into a formal
definition, and introduce, along the way, the needed notions.

2.1. Agent aware transition systems

As a first step along the way, we define the general concept of agent aware transition
system. In the end, we want to be able to specify our system as such an object, possibly
through a more expressive specification language.

Definition 1 An agent aware transition system(AAS), is a tupleS = 〈A, T, S, δ, s0〉,
where A is a finite set ofagents, S is a finite set ofstates, T is a finite set ofactions, δ is
the transition function, and s0 ∈ S is the initial state. A single transition is specified by
an action, the set of involved agents, the starting state, and the final state. More formally,
the transition function is a partial map

δ: T × 2A × S −→∗ S

where2A denotes the set of subsets of A.

The mapδ is defined as partial to reflect the fact that in certain states, a given action
cannot be performed by a given set of agents.

With respect to classical transition systems, an AAS introduces agents, and the spec-
ification of the set of agents which take part in a transition.The same action can thus be
performed by different groups of agents.

In the formal model that we are going to develop for the systemof players and coali-
tions, each view will be specified as an AAS. In the next section we will define views,
but first we must answer a basic question. How can we build up the entire system from
the collection of views? As suggested in the introduction, the different views must be
superimposed. Formally, this superimposition is defined ina way which resembles the
usual synchronous product for transition systems, where anaction can occur in the com-
posite system only if all components which have that action in their alphabet are ready
to execute it. This mechanism gives an abstract form of synchronization, or interaction,
among components.

The corresponding operations can be defined as a method to composen AASs, irre-
spective of their interpretation as views of the same system.

Here, we will content ourselves with an intuitive description of the operation. The
reader interested in formal definitions is invited to look at[11].



Assume then to have several AASs,Si , with i varying over a setI . We want to define
an AAS, call itS, as the composition of theSi . The states ofS are all combinations of
states of the components. On the other hand, actions and transitions are defined as the
union of actions and transitions, respectively, of the components.

Two, or more, transitions, taken from different components, are superimposed, or
synchronized, when they are consistent. Consistency meansthat they can be seen as
a sort of projections of a more general transition. Byprojectionof a transitiont on a
componentSi , we mean a transition with the same label, taken fromT , and such that the
set of agents involved is exactly the intersection of the setof agents involved int and the
set of agents belonging toSi .

The underlying idea can be intuitively explained as follows. A state transition is, in
general, a complex entity; several agents can participate in a transition. We can observe
the transition from different standpoints, correspondingto the different views in which
the system is articulated. When looking at the transition from a standpoint corresponding
to view i , we can only see agents belonging to that view; so in viewi we must find the
corresponding transition, labelled by the appropriate setof agents.

2.2. Agents, Actions, and Views

From the description of the system, we can derive the entities that must be explicitly rep-
resented in the model. They can be classified in three categories:players, representing
people who gather in groups of interest and exchange information,coalitions, represent-
ing the groups themselves, which have players as members, and messages, which are
used by players in order to invite other people to join a coalition; notice that these mes-
sages do not represent information exchanged within a coalition: in our simple example,
we do not deal with the actual exchange of information, whichwill be represented by a
generic action calledtalk.

Players, coalitions, and messages are the agents of the AAS that we are going to
define. Each view, defined later will deal with a subset of the agents.

We can now identify the views through which we look at the behaviour of agents.
We define three of them.

The first view is concerned with the knowledge that players have of coalitions. Re-
member that a player can join a coalition only after receiving an invitation from another
player; we will assume that each player has knowledge of a subset of coalitions, and can
enlarge its knowledge by receiving an invitation (receiving an invitation is a prerequisite
for joining the coalition, but a player can ignore an invitation if not interested in joining
that coalition). We also provide for an action by which a player can forget a coalition.
After forgetting a coalition, a player can not join it, unless she receives a new invitation.

The second view defines the rules by which two players can talkto each other,
namely that they belong together to some coalition. This view should keep track of mem-
bership in coalitions.

Finally the third view governs the “mechanics” of invitations. It describes the cor-
rect sequences of actions involving messages (for instance, that a given message can be
received only after being sent) and associates to a pending message its content, that is
the coalition it refers to.

Views will now be defined more precisely, in a sort of operational style. For each of
them, we will define the set of states, the set of agents, and the set of actions; then we



will give the conditions that allow a transition to occur at agiven state, and the effect of
its occurrence.

In the following, P denotes the set of all players,C the set of all coalitions,M the
set of all messages. These sets are fixed from the beginning: in AASs, we cannot create
or delete agents. We will comment on this restrictions in theconclusion of the paper.

2.3. View 1: Knowledge of Coalitions

This view represents one kind of relation between players and coalitions, expressed by
the statementplayerp knows about coalitionc.

With respect to the general form of an AAS, we have

S1 = 〈A1, T1, S1, δ1, s01〉

whereA1 = C ∪ P. States of this view associate to each player the set of coalitions she
knows (this is not the same as the set of coalitions that she isa member of); formally,
states are functions from the set of players to subsets of coalitions:

S1 = {K : P −→ 2C}

The actions relevant to this view are those actions which depend on the knowledge of a
player, or which affect that knowledge:

T1 = {join, send, receive, start, forget}

We have now to define the transition function. To this aim, we list a set of generic clauses
that implicitly defineδi . To keep the notation compact, we adopt the following general
convention: letf : X → Y be a map; then, byf

[

z/x
]

we denote a new map fromX to
Y which coincides withf for all elements in the domain except forx, where it takes the
valuez.

There are five rules for this view. The first rule states that a player can start a new
coalition only if she has knowledge of it (we can say: if she knows its name).

Let K be a state of this view.

• K
start{c,p}

−→ K if and only if c ∈ K (p)

The second rule allows a player to join a coalition provided she knows about it already.

• K
join{c,p}
−→ K if and only if c ∈ K (p)

The third rule allows a player who knows about a coalition to send an invitation for it.

• K
send{c,p}

−→ K if and only if c ∈ K (p)

Notice that the first three rules do not change the state of this view (the same actions will
show up in other views also).

The fourth rule states that a player receiving an invitationcan enlarge her knowledge.
This does not exclude that a player receives an invitation for a coalition she already
knows.



• K
receive{c,p}

−→ K
[

K (p) ∪ {c}/p
]

The state of the view changes after performing an actionreceive, reflecting the fact that
the receiver now knows about coalitionc.

The final rule for this view governs the occurrences of actionforget. By this action,
an agent voluntarily forgets about a coalition.

• K
forget{c,p}

−→ K
[

K (p) \ {c}/p
]

2.4. View 2: Coalition Membership

This view is concerned with the relation of membership between players and coalitions.
The agents involved in this view are, like in the first view, players and coalitions:

A2 = P ∪ C

but the states are different. A state of this view must keep track of actual membership. It
is then natural to define states as maps fromC to subsets ofP:

S2 = {s: C −→ 2P}

with the intended meaning thatp ∈ s(c) if player p is a member of coalitionc in states.
Relevant actions for this view include actions which changemembership, and also

the generic action, here calledtalk, representing an exchange of information between
two players.

T2 = {start, join,drop, talk}

Rules:
A player can start a coalition only if that coalition has no members. After performing

the action, the promoter is the only member of the coalition (she will be able to invite
other players later).

• s
start{c,p}

−→ s′ iff s(c) = ∅ ands′ = s
[

{p}/c
]

• s
join{c,p}
−→ s′ if and only if p 6∈ s(c), s(c) 6= ∅ ands′ = s

[

s(c) ∪ {p}/c
]

• s
drop{c,p}

−→ s′ if and only if p ∈ s(c) ands′ = s
[

s(c) \ {p}/c
]

• s
talk{p,p′,c}

−→ s if and only if p, p′ ∈ s(c)

2.5. View 3: Mechanics of Invitations

This view deals with invitations. A player can invite someone to join a coalition by
sending a message bearing the name of the coalition. In defining this view, we must face
a constraint given by the formal framework in which we operate. In order to apply the
analysis techniques briefly described in a later section, the model of the system must be
finite. Since messages are agents in our model, we cannot create and destroy them freely.
Hence, we choose to assume that there are enough messages in the initial states, and reuse
them as needed. A “quiescent” message is like an empty box. Onsending a message, the



sender associates it with a coalition. On receiving the message, the addressee removes
its content, so that the message can be reused.

A typical state for this view is decribed by a map from messages to coalitions, asso-
ciating to each message its content. Since a message can be empty, the map is only par-
tial. By checking if the map is defined for a given message, we can also decide whether
a message is traveling from a player to another.

To keep the model simple, we do not explicitly represent the addressee of a message.
This means that any player can catch a pending message. Several properties of a system
of this kind are actually independent of that information.

The agents involved in this view are messages and their contents, namely coalitions:

A3 = M ∪ C

States are partial maps from messages to coalitions:

S3 = {s: M −→∗ C}

Relevant actions include sending and receiving a message. Notice that in this view there
is no way to know which player sends or receives a message, since this is irrelevant in
this context. Such information is available in the first view. After composing views, a
send action will be associated to a message, a coalition, anda player.

T3 = {send, receive}

The rule concerningsendrequires that a message is empty before it can be sent. In
performingsend, it is filled with the name of a coalition.

• s
send{c,m}

−→ s′ if and only if s(m) is undefined ands′ = s
[

c/m
]

The rule forreceiveis symmmetrical to the former: a message can be received onlyif
it has been sent, that is if it has a content. The act of receiving deletes its content. The
effect of receiving a message on the knowledge of the receiver is represented in view 1.

• s
receive{c,m}

−→ s′ if and only if s(m) = c ands′ = s
[

⊥ /m
]

One last ingredient is needed to fully specify the views composing our system: the
initial state. For each view, we must specify the initial situation. In particular, the initial
state should “initialize” the knowledge of each player, so that each coalition is known by
at least one player.

Building the complete description of the system as a single AAS can now be done
automatically, by applying the synchronization operationinformally explained above.

2.6. Analysis

In this section we hint at the kind of properties of a system that one would like to check
on the corresponding model. Properties are expressed in a logical language endowed with
temporal operators.

The logical language we propose is based on a fixed set of symbols, denoting predi-
cates on agents, and relations among agents. One obvious relation for our example could,
for instance, express the fact that a given player is a memberof a given coalition. A sim-



ple predicate can assert that a given coalition is empty. Formulae built on the fixed set
of symbols, the set of names of agents, and on variables, can be evaluated at arbitrary
states, after fixing a valuation function which associates each variable with an agent. The
validity of a formula can obviously change from state to state.

The temporal operators allow us to specify a rich set of formulae of the kind “for
each admissible sequence of actions from the initial state,eventually the formulaφ will
be valid”, or “there exists an admissible sequence of actions from the initial state such
that formulaφ is valid untilψ becomes valid, and so on.

For instance, assume that in the example there are three players,p1, p2, andp3, and
we want to check, maybe for security reasons, that in no statethey are members of the
same coalitionc. Then we can write the formulae

α = in(p1, c) ∧ in(p2, c) ⇒ ¬in(p3, c)

β = in(p2, c) ∧ in(p3, c) ⇒ ¬in(p1, c)

γ = in(p1, c) ∧ in(p3, c) ⇒ ¬in(p2, c)

wherein is a symbol denoting the membership relation between a player and a coalition.
The property we want to check can then be expressed as follows, wheres0 is the

initial state of the system, and2 denotes the temporal operator “always”.

s0 |H 2(α ∧ β ∧ γ )

3. Conclusion

With the help of a simple example, we have outlined the main ideas of a method for
designing formal models of complex systems. The method is based on the notion ofagent
aware transition system, which can be seen as a generalization of the standard notionof
transition system. A distinguishing feature of AASs is its explicit treatment of agents as
entities in the model; the actions that make such a system evolve are always referred to
the set of agents involved.

In order to apply usual model-checking techniques, the models we build are bound
to finite sets of states. Consequently, we do not allow creation of agents. This can be
a strong limitation in the expressive power of the model in some fields of application.
The extension to infinite state spaces will be explored, in association to model-checking
algorithms for such classes of systems.

A central feature of or approach is the idea of view. While this is certainly not a new
idea in general, the presence of agents gives it some specialfeatures, that we think may
be useful while developing the specification of a distributed system.

As a generalization of labelled transition systems, AASs are a very general notion.
When designing a real systems, a designer can work on more expressive or compact
notations, like hypernets, Petri nets, or process calculi,provided there is an automatic
way to translate them into AASs.
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