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Abstract. We are concerned with the problem of defining a complex, hybrid, agent based
discrete system in a modular way. The modularity results from looking at the system
from a number of different perspectives, each dealing with a specific aspect of the system.
As a solution a synchronization operator is proposed which glues agent aware systems on
shared agents and transitions. The construction turns out to be a categorical product.
We also show that a logic to talk about the temporal and the structural properties of the
product can be obtained by gluing suitable logical frameworks from the components.
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1. Introduction

We are interested in complex dynamic systems composed of agents. We assume that the
distinguishing feature of agents is their identity, which allows us to keep track of individual
agents during the dynamic evolution of the system.



We would like to build such systems in a modular way. The modularity should result
from looking at the system from a number of different perspectives, each dealing with a
specific aspect of the system. It is expected that every such view should be easier to grasp.
The behavior of the entire system should then be recovered by combining all these specific
views. The above is of particular interest when the systems are agent based.

The paper presents a solution to the problem of modular system construction based on a
simple generalization of a synchronous product of automata. We start with a running example of
a flip-flop message exchange system in which messages flow around, are send by and delivered
to communicators. The system is described from two perspectives, called communication view
and logistic view, respectively. The communication view describes how a collection of agents
representing the messages and the communicators is distributed among physical locations.
The primary concern of this view is to capture the agents’ mobility. The logistic view is
intended to capture the process of addressing the messages. This is done by saying who
sends a message to whom. Clearly, there are activities restricted to just one dimension, e.g.,
moving the messages from one physical location to another. Others, like delivery of a message
to the authorized agent require cooperation in both perspectives. This intuitive idea is further
explained in Sec. 2.

Sec. 3 provides a formalization of the abstract model called agent aware systems. In Sec. 4
we show how a family of agent aware systems can be composed by synchronizing on common
agents and transitions.

In Sec. 5 a more complex example presenting public key cryptography is considered. In
this case the complete system is presented via five perspectives. We also demonstrate on the
basis of this example that it is possible to glue together logics which express the properties
of individual views to obtain a logic with which the properties of the complete system can
be captured. The paper is concluded with discussion of future work.

Acknowledgments. The authors would like to thank the referees for insightful remarks.

2. Example — Flip-flop message exchange system

The first example is fairly simple. We intend to model a system of message exchange between
communicators. Thus, it is natural that there are at least two sets of agents involved: Comm,
the set of communicators, and Mess, the set of messages.

The basic properties of the system that we want to model are the following.

1. There is some infrastructure that makes the messages flow around.

2. Each message carries the information identifying its sender and its intended receiver.

3. Only the intended receiver may receive the message

4. Upon receiving the message the receiver may send it back to the sender.

From the above informal description it should be clear that there are at least two dimen-
sions involved. One, let us call it the communication view, describes how the messages are
sent and received by communicators, and how they physically move between locations. The
other, let us call it the logistic view, deals with message addressing.



Some activities of the system may involve just one dimension, e.g., moving messages be-
tween locations. Certain actions clearly involve synchronized multi-dimensional cooperation,
e.g., the physical act of delivering a message to the legal addressee.

In the rest of the section the two dimensions are described in a more rigorous way.

2.1. The communication view

To describe the communication view of the system the formalism of Petri hypernets, see [3, 4],
is used. Hypernets offer a framework suitable for modeling dynamic agents operating in
hierarchically structured environments. In hypernets an agent can manipulate other agents
as resources while, perhaps, being manipulated by other agent at the same time.

Like in ambients, see [6], and unlike in other models of mobility based on Petri nets,
e.g., [9], the hierarchical structure of hypernets is dynamic. The hierarchy changes when two
agents exchange some of their resources, i.e., other agents.

Hypernets are used here as a visual formalism which naturally captures issues related to
the mobility of agents. We do keep in mind the existence of natural logical formalisms to
talk about the structural as well as the dynamic properties of a system of agents represented
as a hypernet, see [5].

A simple1 architecture of the communication layer of our flip-flop message exchange
example is depicted on the left of Fig. 1.

The transitions (boxes) and locations (circles) on Fig. 1 are either white or grey. The grey
locations may store the messages. The grey transitions, all labeled2 pass on, are responsible
for moving the messages around in a circular fashion. The white circles are locations in which
the communicators reside.

The nature of white transitions is more complex, and their true structure and intended
meaning is better explained on the right of Fig. 1. What we want to model here are two
processes. One concerns the delivery of a message from the network to a communicator. The
other concerns the dispatch of a message by a communicator to the network.

Let us concentrate on the delivery process. Intuitively, the act of delivery should involve
the following steps.

1. A message and a recipient agent are chosen in the respective locations.

2. The message is taken out of the location and delivered to the recipient agent.

3. The recipient agent takes care of the message

The above protocol is graphically represented on Fig. 1 as follows. Transition receive consists
in fact of two synchronized actions. One action selects a recipient agent from the location in
which the communicators reside. The other takes a message from the grey location and puts
it into the first action. This idea, that the message agent is delivered to the recipient agent is
1The simplest architecture would be obtained by assuming that all messages are living in a single pool, available
to all the communicators all the time.
2With addition of labeling we extend the formalism introduced in [3] to ease the modeling effort. This extension
does not, however, increase the expressive power of hypernets.



Figure 1. The communication infrastructure and a close-up of the message-receiver

Figure 2. An example of a transaction and the result of its firing

visualized here as an arrow that leaves the border of the top box, and enters the interior of
the box at the bottom.

For the above protocol to work the recipient agent should also be prepared to take care
of the message. An agent r of that kind residing in the white location is depicted on the
left side of Fig. 2. It contains a transition labeled receive with in input arrow leading from
nowhere — this is a way to say that the transition expects an input from the current supervisor
of the agent, the communication layer in this case. Whence, it is possible to fire the receive
transition in all the agents involved, and thus moving the agents between locations. The
result is depicted in the right side of Fig. 2. Note that the message m has been taken away
from the communication layer, and ended inside the agent r.

A detailed presentation of the formalism of hypernets can be found in [3, 4], although
the graphical notation is somewhat changed. The important thing now is that the semantics
of hypernets given in [3, 4] can be given a more abstract presentation. This is achieved by



defining three sets: Aκ, Sκ and T κ — the set of agents, the set of states and the set of actions
of the communication view, respectively.

The agents in the communication view are grouped in three classes.

• Aκ = { layer } ∪ Comm ∪Mess.

Above, layer stands for the agent describing the communication layer. Its Petri net-like struc-
ture is explained on the left of Fig. 1.

In this view each communicator agent c ∈ Comm has the structure of the agent r described
on Fig. 2. Thus, each communicator contains its own individual location to store the received
messages. The message agents have no structure. We do assume, however, that one can
distinguish them.

Let the set L = Lc ∪ Lm be the set of all locations in the hypernet. It is the union of
(disjoint) sets Lc and Lm of locations dedicated to store communicator agents and message
agents, respectively. In our case, see Fig. 1, the communication layer is very simple, so the
following notation is used in the sequel.

`c0, `c1, `c2 — the locations of the communication layer in which the communicators can be
stored. Note that there are no means for them to move between these locations.

`m0 , `m1 , `m2 — the locations of the communication layer to store the messages

`mc — one location for each communicator agent c in Comm in which it can temporarily store
its private messages.

Thus, Lc = { `c0, `c1, `c2 } and Lm = { `m0 , `m1 , `m2 } ∪ { `cc | c ∈ Comm }.

Then the state of the system represented by the hypernet, called hypermarking in [3], is
uniquely characterized by mapping the agents to locations.

• Sκ = (Mess→ Lm)× (Comm→ Lc)

We use @, with some decorations perhaps, to range over the states of a hypernet. The infix
notation a @ ` rather than @ a = ` is used. If a @ ` holds we say that the agent a is at the
location `.

Change of the current state in this perspective may result from performing one of the
actions from the set T κ of actions.

• T κ = { send, receive, pass on }.

Intuitively, send is responsible for sending a message agent by a communicator agent, receive is
responsible for receiving a message agent by a communicator agent, and pass on is responsible
for moving a message agent around the ring. These intuitions are formally captured by the
next-state function δκ of the following type.

• δκ : T κ → P(Aκ)→ (Sκ ⇀ Sκ).



Perhaps the idea is easier to grasped at the informal level while studying Fig. 2. For the sake
of completeness an explicit formal definition of δκ is provided. δκ applied to action receive and
set of agents α is a partial function denoted δκreceive,α. In the sequel we often use conditional
expressions like ( cond ? iftrue : otherwise ), and write ↑ to denote undefinedness.

δκreceive,α @ = ( ∃<m, c, i> α = {m, c } ∧m @ `mi ∧ c@`ci ? @′ : ↑ )

where m′@′`′ iff m′ = m ∧ `′ = `mc otherwise m′@′`′ if m′@`′, and c′@′`′ iff c′@`′.

δκsend,α @ = ( ∃<m, c> α = {m, c } ∧m @ `mc ? @′ : ↑ )
where m′@′`′ iff m′ = m ∧ `′ = `mi ∧ c @ `ci otherwise m′@′`′ iff m′@`′, and c′@′`′ iff c′@`′.

δκpass on,α @ = ( ∃<m, i> α = {m } ∧m @ `mi ? @′ : ↑ )
where m′@′`′ iff m′ = m ∧ `′ = `m(i+1) mod 3 otherwise m′@′`′ iff m′@`′, and c@′` iff c@`.

Let us call Sκ = 〈Sκ, Aκ, T κ, δκ〉 the communication view, or communication perspective of the
system.

2.2. The logistic view

The logistic view is fully defined by the sets Aλ, Sλ and T λ of logistic agents, states and
actions, respectively, and the tranistion function δλ.

The logistic perspective talks about message and communicator agents.
• Aλ = Comm ∪Mess.
From the logistic point of view the state of the system is captured by labeling each message

with the name of its sender and receiver. We let @ range over Sλ.

• Sλ = Mess→ Comm× Comm

Here, @ m = (c1, c2) captures that in state @ message m is being sent by agent c1 to agent c2.
Change of the current state may result from performing one of the following actions.
• T λ = { send, receive }

The act of receiving a message m should involve the message and a communicator c. Such
action may only be performed in states in which the the communicator c is the valid addressee
of m. This is captured by the following clause.

δλreceive,α @ = ( ∃<m, c, s> α = {m, c }∧ @ m = (s, c) ? @ : ↑ ) (1)

Clearly, transition receive acts as a filter which tests if the current state allows for delivery.
Sending a message requires a feasibility test, and also updates the address of the message.

δλsend,α @ = ( ∃<m, c, s> α = {m, c }∧ @ m = (s, c) ? @ [m 7→ (c, s)] : ↑ ) (2)

Notation @ [m 7→ (c, s)] is used above to denote a function that is like @ except that at the
argument m it yields (c, s). Thus, sending the message m by the agent c can take place,
provided the message is addressed to c in the current state @, and then the new addressee
will be the former sender of m, while c is nominated as the sender.

Let us call Sλ = 〈Sλ, Aλ, T λ, δλ〉 the logistic view, or logistic perspective of the system.



3. Agent aware transition systems

The following definition captures the key features of the flip-flop message exchange example.

Definition 3.1. (Agent aware system)
An agent aware (transition) system, abbr.: aas, is a tuple S = 〈A, T, S, δ〉 where A, T and S are
(finite) sets of agents, transitions and states respectively, and δ : T → P(A) → (S ⇀ S) is a
transition function.

A pointed or initialized agent aware system, abbr.: paas, is an agent aware system S =
〈A, T, S, δ〉 together with an initial state s0 ∈ S.

Note that the above definition is a straightforward generalization of the notion of deterministic
transition system. Namely, any deterministic transition system 〈T, S, δ〉, where δ : T → S ⇀ S,
can be identified with an agent aware transition system 〈∅, T, S, δ′〉 by letting δ′t,∅ = δt.

Definition 3.2. (Morphism)
Given aas’s S = 〈A, T, S, δ〉 and S ′ = 〈A′, T ′, S′, δ′〉 such that A ⊇ A′ and T ⊇ T ′ their
morphism σ : S → S ′ is a function σ : S → S′ such that for any t ∈ T , α ⊆ A and @ ∈ S

1. if t ∈ T ′ and δt,α@ is defined then δ′t,α∩A′(σ(@)) = σ(δt,α@)

2. if t 6∈ T ′ and δt,α@ is defined then σ(@) = σ(δt,α@)

Morphisms of pointed systems are required to preserve the initial states as well.

We use the strong interpretation of equality involving the potentially undefined term
δ′t,α∩A′(σ(@)), which means that we require it to be defined.

The two conditions in Def. 3.2 explain how a step from @ to δt,α@ induced by t ∈ T
and α ⊆ A in the source aas of a morphism is simulated in the target aas. Namely, if t is
observable in the target aas, then the transition is preserved, see Def. 3.2.1. If, however, t /∈ T ′,
then the morphism glues the beginning and the end states of the transition, see Def. 3.2.2.
Similar conditions on morphisms of transition systems, Petri nets, and other models of parallel
computations can be found already in [10].

Proposition 3.1. Agent aware transition systems and their morphisms form a category. 2

The category of agent aware transition systems is denoted AAS in the sequel.

4. Synchronizing agent aware systems

We have stopped discussion of the flip-flop message exchange system by defining two views:
agent aware system Sλ captures the logistic perspective, while Sκ captures the communication
perspective.

The question arises: How does the complete system work? The idea explained below is to
view the behavior of the entire system as a kind of product of its views Sλ and Sκ. We follow
an analogy to the operation of synchronization in CSP [7], and so called synchronous product
known from transition systems and many other models (see e.g., [8, 11, 2]).



Hence, we say that each view contributes its local state to the state of the complete system.
Thus, the states of the complete system are vectors of states, one taken from each view.

The agents and the transitions of the complete system should include the corresponding
sets from each view — this assumption follows from the idea that each view contains just
those components of the complete system which are relevant from the given perspective. To
say this differently — all agents and transitions irrelevant to a given perspective are omitted.
For instance, the logistic view includes neither the pass on transition, nor the layer agent.

Whence, the set of agents and the set of transitions of the complete system should be
unions of the corresponding sets from each view.

Finally, the transition function of the complete system should agree with the transition
functions of each view. More specifically, a step induced by a transition t of the complete
system should result from a collection of steps in all views containing t. Those states of the
vector which come from components not containing t should not be changed by the step.

The following formalization is intended to capture the above intuitions.

Definition 4.1. (Synchronization of agent aware systems)
Consider a collection { Si | i ∈ I } of agent aware systems with Si = 〈Ai, Ti, Si, δi〉. The syn-
chronous product of the collection, notation

∏
i∈I Si, is defined as

〈⋃
i∈I Ai,

⋃
i∈I Ti,

∏
i∈I Si,∆

〉
with

∆t,α@ =̂ ( (∃k∈I t∈Tk ∧ δkt,α∩Ak@k =↑) ∨ α 6=
⋃
i∈It

α ∩Ai ? ↑ : 〈@′i〉i∈I )

where It denotes the set {k ∈ I | t ∈ Tk}, @′i = δit,α∩Ai @i when t ∈ Ti and @′i = @i when
t 6∈ Ti, for any i ∈ I , t ∈

⋃
i∈I Ti, α ⊆

⋃
i∈I Ai and @ = 〈@i〉i∈I ∈

∏
i∈I Si.

The above construction is extended to pointed agent aware systems by taking the vector
of initial states as the initial state of the product.

The synchronization of several aas’s by means of the product construction defined above
gives us an aas. In fact, we can show more.

Theorem 4.1. The synchronous product of a family of agent aware transition systems is a
categorical product of the family in AAS. 2

Although the above result is quite elementary, it is encouraging to know that the synchro-
nization operator turns out to be a universal construction. As an immediate consequence one
obtains that the construction is associative and commutative (up to a canonical isomorphism).

5. Public key cryptography

Let us demonstrate the usefulness of the proposed approach by discussing a multi-facet
description of a public key cryptography system. It turns out that to some extent this example
is just an elaboration of the flip-flop message exchange system discussed in Section 1.

Let us first introduce the sets of transition and agent names of interest.

• A = Comm ∪Mess ∪ PubKey ∪ SecKey ∪ { layer }



There are four classes of agents: communicators ranged over by c : Comm, messages ranged over
bym : Mess, public keys ranged over by pk : PubKey, and secret keys ranged over by sk : SecKey,
respectively. There is also agent layer responsible for describing the communication system.

We assume that the four classes of agents are disjoint.

• T = { receive, send, pass on }.

The complete cryptography system is described below from five perspectives.

5.1. The communication view

The communication perspective is the same as described in Sec. 2.1. Let us keep notation Sκ
for this view.

Let us recall that in this perspective a message may be received by a communicator when-
ever it is close. As a consequence of the assumption that only the message and the commu-
nicator agents are considered, together with the layer agent, one obtains that no exchange of
the keys among communicators is envisaged in this layer.

5.2. New logistic view — messages’ encryption

The logistic view of flip-flop message exchange example is modified here to describe the
encryption of messages. In the sequel A∗ is the free monoid over A, notation ε is used to
denote the empty sequence, x · y denotes concatenation of sequences. Let tail(x) = y and
head(x) = a if x = a · y, and undefined otherwise.

• Aλ = Mess ∪ PubKey, T λ = { receive, send }, Sλ = Mess→ PubKey∗

The state in the logistic view represents how each message is wrapped up, i.e., what
public keys have been used to prepare it. Intuitively, for s ∈ Sλ, s(m) = ε if the message
m is not encrypted. If s(m) = k · x than one should start reading m by ”stripping” the
public key k. Of course a communicator will not always be able to ”strip” a public key
from the message. This aspect will be covered by the next two views. Here, we just
describe the wrapping-up–stripping mechanism.

• A message m may be received provided the right key is applied.

δλreceive,α@ = ( α = {m, k } ∧ head(@m) = k ? @[m 7→ tail(@m)] : ↑ )

As a result the outer encoding is removed.

• Sending a message is simpler. It may involve encoding.

δλsend,α@ = ( α = {m, k } ? @[m 7→ k · (@m)] : ↑ )

But does not have to: δλsend,{m }@ = @.



5.3. Public keys versus secret keys

This view defines a correspondence between the public and the secret keys.

• Aς = PubKey ∪ SecKey, T ς = {receive}, Sς = PubKey→ SecKey
Every public key is associated with a unique secret key.

• The process of receiving involves a pair of matching keys.

δςreceive,α(@) = ( α = { pk, sk } ∧@(pk) = sk ? @ : ↑ )

Note that the clauses define δς as partial identities on states. Thus, performing a transition
in this perspective amounts to verifying that if some key agents are involved then they are
dual to each other.

5.4. Epistemic layers

This two views contain information concerning the knowledge of communicators. The state
spaces explain who knows which keys, public or secret. Below we shall only present one of
the epistemic layers (concerned with secret keys), as the other one can be defined analogously.

• Aµs = Comm ∪ SecKey, Tµs = { receive }, Sµs = Comm→ P(SecKey),

• The process of receiving messages involves secret keys

δµsreceive,α(@) = ( α = { c, k } ∧ k ∈ @(c) ∩ SecKey ? @ : ↑ )

Again, the clause defines δµs as partial identity, so the action here is a guard. The clause above
says that receiving an encrypted message requires participation of two agents–a communicator
and a secret key, which is known to the communicator.

5.5. Synchronization and its properties

Above, five views of a complex system have been defined. Each aims to cope only with a
specific feature of the cooperation between the agents involved. Although the nature of the
views is quite different all conform to the very general and abstract formalism of agent aware
transition systems. Hence, using the construction from the Definition 4.1, one can compose
all of them to obtain equally abstract view of the complete system.

Clearly, the behavior of the complete system is a restriction of the behaviors of its views.
As a result some properties enjoyed by a component may not be valid in the synchronous
product, and vice versa. This prompts a question: What are the properties of the complete system?

Here we want to address more basic issue related to the above question. Namely, it is
natural to expect that the properties of each view would be described in a formalism specific
to this view. In [5], for instance, a logic was proposed in which two sets of modal operators
were introduced: one to deal with the temporal evolution of a hypernet, another to describe
the subsumption of some agents by other agents. In order to answer the above question



we have to solve the fundamental problem: How can we merge (logical) specification formalisms
associated to different views to obtain a uniform formalism capable to express the properties of the
complete system?

We have tried, and failed, to define such a merger of logics under assumption that each of
the views is described by a logic proposed in [5]. More specifically, we have found it difficult
to reuse the modal operators dedicated to the structural properties of agents in each view.
Here, on a simple example, we show how such a merger can be achieved under the following
assumptions.
• In each view the structural properties of agents are described by means of predicates

as atomic formulae. It is assumed here that each predicate is specific to a single view.

• The temporal properties of each view are described in the same temporal formalism.
The merger is then done in a straightforward manner. The logic to express the properties
of the synchronization of views would inherit the atomic predicates from each view, as well
as the common temporal set of temporal modalities. Instead of a formal presentation we
offer here an example of such merger and demonstrate how one can mix descriptions from
different views as a result.

Let us first note that an agent aware system S = 〈A, T, S, δ〉 is also a deterministic transition
system 〈S, T × P(A), δ〉 where δ : T ×P(A)→ (S ⇀ S). Thus, it admits many modal logics to
talk about the dynamic evolution of the system. Such logics would include various extensions
of LTL, CTL, µ-calculus, possibly capable of expressing various structural properties of the
agents involved.

For instance [5] investigates how to define such a logic to express:
• The dynamic evolution of hypernets, i.e., the properties of the current state and some/all

states reachable from it.

• The the structural properties of the agents, i.e., the properties of the current agent and
some/all agents connected with it.

• Any mixture of the temporal and structural properties.
In terms of the communication view of the public key cryptography case study we can express
for example the following structural properties.
• The current agent is a communicator.

• The current agent contains a sub-agent.

• The current agent is contained in a communicator super-agent.

• Agents denoted m1 and m3 are sub-agents of a communicator agent.

• All sub-agents of the current agent will eventually end up as sub-agents of an agent
called r.

The last property mixes the temporal evolution of the state with the structural position of
agents. In the current paper, for simplicity, we shall only consider structural properties in the
form of atomic statements.



Interpreted Agent Aware Systems

In what follows we want to model a situation where each temporal state of the agent aware
system (describing the synchronization of views) has an associated set of relations on agents.

Definition 5.1. (Interpreted agent aware system)
An interpreted agent aware system, abbr.: iaas, is a 6-tuple: M = 〈A, T, S, δ,Σ, ξ 〉 such that
〈A, T, S, δ 〉 is an agent aware system, Σ is a ranked alphabet, and ξ : S → RelStr(Σ, A), where
RelStr(Σ, A) denotes the set of all Σ-relational structures having the set of agents A as their
carrier.

The function ξ interprets the temporal states (elements of S) in terms of relations between
agents. The repertoire of relations i.e., their names and arities, stays fixed but the interpreta-
tion of the relational symbols may of course change from state to state.

Agent terms and valuations

To define the set of formulae of our logic we shall need a notion of an agent term. An agent
term over the set of agents A will be either an agent name or an agent variable:

Term(A) ::= { dae | a ∈ A } ∪X

where X denotes the set of all agent variables.
An interpretation of agent variables will be given by a valuation v : Val = X → A. Each

valuation v in a natural way extends to a function v] : Term(A)→ A interpreting the whole
set of agent terms: v](dae) =̂ a.

Formulae and satisfaction relation

The set of formulae of our logic is defined as follows

ϕ ::= false | r(t1, . . . , tn) | ¬ϕ | ϕ ∨ ψ | EϕUψ

where r ∈ Σ is an arbitrary n-ary relational symbol and t1, . . . , tn are agent terms over A.

s, v |= false never s, v |= ϕ ∨ ψ if s, v |= ϕ or s, v |= ψ

s, v |= ¬ϕ if s, v 6|= ϕ s, v |= r(t1, .., tn) if 〈 v](t1), ..., v](tn) 〉 ∈ rξ(s)
s, v |= EϕUψ if there is a path π from s and some k such that πk, v |= ψ, and πi, v |= ϕ,

for all i, 0 < i < k. Above πn denotes the n-th element of the path π.

Definition 5.2. (IAAS Morphism)
Given two iaas’s M = 〈A, T, S, δ,Σ, ξ 〉 and M ′ = 〈A′, T ′, S′, δ′,Σ′, ξ′ 〉 their morphism 〈σ, ρ 〉 :
M → M ′ is given by an agent aware system morphism σ : 〈A, T, S, δ 〉 → 〈A′, T ′, S′, δ′ 〉 and



a ranked alphabet morphism ρ : Σ′ → Σ such, that the following diagram commutes (in Set)

S

σ

��

ξ // RelStr(Σ, A)

|ρ

��
S′

ξ′
// RelStr(Σ′, A′)

where |ρ : RelStr(Σ, A) → RelStr(Σ′, A′) denotes the usual ρ-reduct operation on relational
structures, combined with the obvious carrier restriction.

Proposition 5.1. Interpreted agent aware systems and their morphisms form a category, de-
noted IAAS in the sequel. 2

It turns out that the extension of the synchronization operation on agent aware systems, as
defined in Section 4, to the case of interpreted systems is quite straightforward.

Definition 5.3. (Synchronisation of iaas’s)
Let { Si | i ∈ I } be a family of interpreted agent aware systems with Si = 〈Ai, Ti, Si, δi,Σi, ξi〉.
Its synchronous product, denoted

∏
i∈I Si, is defined as

〈
A, T, S,∆,

∐
i∈I Σi, ξ

〉
where

• 〈A, T, S,∆ 〉 is the product of the family {Ai, Ti, Si, δi | i ∈ I } in the category of agent
aware systems AAS, see Section 4,

•
∐
i∈I Σi (together with injections ιj : Σj →

∐
i∈I Σi, for j ∈ I) is the coproduct of

{Σi | i ∈ I } in the category of ranked alphabets, i.e., up to an isomorphism a disjoint
union of the families of symbols from Σi, for i ∈ I ,

• for any 〈 si 〉i∈I in S =
∏
i∈I Si, and each n-ary symbol r ∈

∐
i∈I Σi the interpretation of r

in the
∐
i∈I Σi-relational structure ξ(〈 si 〉i∈I) is given by rξ(〈 si 〉i∈I) =̂ r′ξk(sk) ⊆ Ank ⊆ An,

where k ∈ I and r′ ∈ Σk are the unique index and the unique n-ary relational symbol
respectively, such that ιk(r′) = r.

Again, the synchronization of interpreted agent aware systems is a universal operation.

Theorem 5.1. The synchronization of a family of interpreted agent aware systems is a cate-
gorical product of the family in IAAS. 2

Public key cryptography example revisited

Unfortunately, due to the lack of space, we are not able to present the result of composing all
the views from Section 5 here. Instead, let us illustrate the construction with an example of a
property of the system, which refers to properties coming from the different views. We shall
extend the views presented in Section 5 with the appropriate interpretations for the temporal
states.



• For the communication view let us consider a ranked alphabet containing a binary symbol
SubA( , ) with the “agent-containment” interpretation given by the open net hierarchy
within a hypernet (see Section 2.1).

• In the first logistic view, describing encryption of messages let us consider a ranked
alphabet containing a binary relational symbol: LastK( , ). Its interpretation in a given
temporal state s : Mess → PubKey∗ is the set of all pairs 〈m,pk 〉 such that pk is the
first element of the list s(m), whenever the list is non-empty.

• For the view, which establishes the correspondence between public and secret keys, let
the ranked alphabet contain a binary symbol: MatchK( , ). Its interpretation, for an
arbitrary temporal state s : PubKey → SecKey is the set of all pairs 〈 pk, sk 〉 such that
s(pk) = sk.

• In the two epistemic views, describing the communicators’ knowledge about keys (pub-
lic and secret), let the ranked alphabet contain a binary symbol HasK( ), again with
the obvious interpretation in any given temporal state of the view.

If, for simplicity, we assume the ranked alphabets of the above views to be disjoint, then, in
the logic for the whole system (i.e., synchronization of the views) we can state properties like:

SubA(c,m) ∧ LastK(m,pk) ∧ MatchK(pk, sk) ∧ HasK(c, sk) ⇒ EF(¬LastK(m,pk))

where EFϕ stands for EtrueUϕ. Informally, this property says that whenever a communicator
physically possesses a message, and knows a secret key that is “dual” to the last public key the
message has been encrypted with, then there is a possible temporal evolution of the system
leading to a state where the message has been decrypted using the secret key.

6. Conclusions and future work

We have proposed a synchronization operator that allows us to glue together several agent
based dynamic systems, provided they can be recast as agent aware transition systems. The
construction was shown to be a categorical product. We have argued that the proposed
synchronization, here by means of common names of agents and transitions, can be used
to enforce cooperation between models of very different nature. In practice, however, one
would want to rename actions of one system to allow for synchronization. We plan to follow
the ideas laid down in [2] and consider a larger category of morphisms. We hope that in
this way the synchronous product considered here would turn also a limit (pullback) in the
larger category — as suggested by one of the referees. Interestingly, this forces one to move
to semantics in which true concurrency is taken seriously, see [2, 1]. The presence of agents in
the framework opens quite new interesting areas for investigation.

The categorical studies should also include the problem of synthesis of concrete models,
like hypernets, from abstract specifications in terms of agent aware systems.

We have also shown that under certain assumptions one can hope to merge specification
formalisms used to describe the properties of components. Initially, our goal was to achieve



such a merger of logics described in [5]. We have found it quite difficult to cope with modal
operators introduced in [5] to describe the structural properties of agents in each view. Our
example — admittedly, very simple — demonstrates that this can be done when the structural
properties are described by means of predicates as atomic formulae. The logics of properties
can then be built to discuss the properties of the synchronous product of views by taking as
atomic formulae the predicates from all views.

The algorithmic side of model-checking the properties of the resulting logic remains to
be investigated.
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